
This article is available at 5 reading levels at https://newsela.com.

U.S. government is working to prevent the
spread of fake videos

An AFP journalist views a video on January 25, 2019, manipulated with artificial intelligence to potentially deceive viewers, or "deepfake," at
his news desk in Washington, D.C. "Deepfake" videos that manipulate reality are becoming more sophisticated and realistic as a result of
advances in artificial intelligence, creating a potential for new kinds of misinformation with devastating consequences. Photo by: Alexandra
Robinson/AFP/Getty Images

Making a fake video used to take a great deal of time and expertise. For years, good fake film was

seen only in big movies like "Star Wars." That's not true anymore.

There has been a rise in artificial intelligence (AI). AI allows a computer to make decisions and

perform tasks. It has also made it easier to create fake video footage. Some say this is a risk to the

U.S. 

Until recently, we have been able to trust most audio and video recordings, said Hany Farid. He is

a professor at Dartmouth College in New Hampshire. He said that new tools allow for creating

better fake video and audio.

This can be used to cause problems before elections or commit crimes, Farid said.
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The 2020 presidential election is coming up. The U.S. government is worried about fake videos

fooling voters. Lawmakers and universities are developing software that can find and stop the

videos. They are called deepfakes.

Don't Believe Everything You See

One of the best-known examples of a deepfake was created by filmmaker Jordan Peele's company

in 2018. The video shows former President Barack Obama. He appears to be warning people not to

believe everything they see online.

However, it's not actually Obama talking. It's Peele voicing the video.

It takes only about 500 images or 10 seconds of video to create a realistic deepfake, said Siwei Lyu.

He is a scientist who is working with the government to develop software to prevent the spread of

deepfakes.

Lyu and his team at the University at Albany in New York introduced software last year that could

spot deepfake videos. It looked at how often the faces blink.

They discovered the subjects in deepfake videos do not blink much, Lyu said. "We then asked, why

does this happen?"

They found that the software used to make deepfakes often depends on photos from the Internet.

There aren't many photos of famous people with their eyes closed. So the subjects in the fake

videos don't blink, Lyu said.

Look Closely At The Teeth

The makers of deepfakes began to hear of the new software. The scientists have since developed

other ways to spot them. Those include finding unnatural movements and studying footage for the

loss of details.

Lyu said the skin on the deepfake faces tends to be too smooth. Also, "some of the hair and teeth

details will be lost," he said. "If you look at the teeth more closely, they look more like a whole

white block rather than individual teeth."

Scientists at the University of Washington are also working with deepfake technology. The school

figured out how to turn audio clips into a video of a person speaking the words in 2017.

Last year, lawmaker Ben Sasse from Nebraska introduced a bill to Congress. It would punish

people for making and spreading of harmful deepfakes. The bill did not get much attention, but

Sasse's office plans to reintroduce it.

The state of New York introduced a related bill in 2018. It would punish those who create digital

videos of people without permission.

Although people are worried, the use of deepfakes has yet to become widespread. 

Fake News Anchors On TV In China

Lyu said that he doubts that deepfakes can start a war. It is unlikely that they will have a lasting

effect as people learn about them, he said.
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Today, millions of real people follow fake people on social media. 

One computer-generated personality is Lil Miquela. She has 1.5 million followers on

Instagram. She's fake, but her followers don't care. They like and comment on her pictures as if

she's a real person.

Computer-generated humans have begun showing up on television.

The Chinese government runs a news agency called Xinhua. It began testing out computer-

generated news anchors in 2018.

At first, the newsman appears to be an ordinary person. However, seconds into the video, it's clear

that he's not real. 

The agency's first fake female news anchor went live in February. She seems more realistic.
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Quiz

1 Read the paragraph from the article.

Lyu and his team at the University at Albany in New York introduced software last year that could
spot deepfake videos. It looked at how often the faces blink.

HOW does this paragraph support the main idea of the article?

(A) It shows that people in videos usually blink.

(B) It shows that scientists are finding ways to spot deepfakes.

(C) It shows that some scientists look at videos as a team.

(D) It shows why lawmakers want to pass laws about deepfakes.

2 Read the paragraph from the article.

The 2020 presidential election is coming up. The U.S. government is worried about fake videos
fooling voters. Lawmakers and universities are developing software that can find and stop the
videos. They are called deepfakes.

Which statement summarizes the paragraph?

(A) Videos might fool voters when they go to vote in the 2020 presidential election.

(B) The U.S. government wants to find and stop deepfakes from fooling voters in the 2020 election.

(C) Lawmakers and universities think that deepfakes will fool voters about the 2020 election.

(D) The U.S. government is working with universities to find videos about the 2020 election.

3 This article is mostly organized using problem and solution as the structure.

Why do you think the author chose to organize the information this way?

(A) to explain the history of the development of fake videos and and why people make them

(B) to compare the effectiveness of different methods scientists have developed to study fake videos

(C) to describe the first fake video that was created and some of the different effects of that video

(D) to explain why the U.S. government is worried about fake videos and what it is doing to stop them

4 Read the article's introduction [paragraphs 1-5] and the final section “Fake News Anchors On TV In China.”

What is one connection between these two sections?

(A) The introduction states that fake videos used to take a lot of time and expertise to make, and the final
section explains why.

(B) The introduction explains how fake video can be used to commit crimes, and the final section gives
some examples of this.

(C) The introduction explains what AI is, and the final section gives some examples of AI being used to
generate videos of newspeople.

(D) The introduction states that there has been a rise in AI, and the final section explains the main cause of
this rise.


