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What is classified information, and who gets to
decide?

Image 1. A classified document sits on the president's desk in the Oval Office at the White House in Washington, D.C. Photo from the public
domain

I was not always a professor. For many years, I worked at the State Department. This is the part of

the U.S. government that deals with other countries. I also worked for the Department of Defense.

This is the part of the U.S. government that controls the military.

I had top secret clearance, which allowed me to see and hear secret information. I often worked

with classified information. Classified information is information only a few people are allowed to

know. It is called sensitive, which means that revealing it could cause harm to the country. 

For example, I worked with classified information that had to do with nuclear bombs. We wouldn't

want our country's enemies to get their hands on that kind of information.

The rules for keeping written classified information a secret are usually easy to follow. The

classified sections are clearly marked. Classified meetings or briefings can be trickier. It is

sometimes hard to remember if specific details are considered classified. 
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Government employees sometimes reveal classified details without meaning to. For example, in

1991 Senator David Boren slipped up while talking to reporters. The senator told them the name of

a secret CIA agent. 

For people who see or hear a great deal of classified information, slips can't be helped. It can be

very hard to remember which smaller details are classified. Most of the time, these slips are not

very important.

But sharing classified information on purpose is different. So is revealing important information

that you know is sensitive. 

Classification Levels And Content

The U.S. government uses three levels of classification to show how sensitive certain information

is. These levels are confidential, secret and top secret.

Confidential is the lowest level. It covers information

that could harm the U.S. if it was revealed. The next

level covers information that could cause serious

damage to the U.S. This level is classified as

secret. The highest level covers information that could

cause very serious damage to the U.S. Information at

this level is classified as top secret.

At the top secret level, some information is

compartmented. That means only certain people who

have a top secret security clearance can view it.

Sometimes this information is given a code word so

that only those cleared for that particular code word

can see the information. This is often done for the

most highly sensitive information.

There are several other kinds of special security

clearance. For example, only certain people are

allowed to see information on the design of nuclear

weapons.

A single written document can contain information

that is classified at different levels. An unclassified

document has a (U) in the title. This document can be

read by anyone. In classified documents, paragraphs

are marked to show the level of classification.

Paragraphs might carry the markers "S" for secret, "C"

for confidential or "TS" for top secret. 

Often, certain sections of a report are not classified at all. These sections can be shared with people

who don't have clearance once the classified material is taken out.

Not Quite Confidential
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There also levels below the confidential level. This is information that is not classified but is still

sensitive.

Government agencies use different words for this type of information. The State Department calls

it "sensitive but unclassified." The Department of Defense uses "for official use only." 

Who Decides?

Only a few people have the power to classify a certain piece of information as top secret. These are

the president, the vice president and other heads of government.

Classified information can be declassified when it is no longer a risk. The rules for doing this are

complicated, but the president may declassify anything at any time.

It can be hard to decide what information should be classified. Some things clearly need to be kept

secret, such as battle plans or the name of a secret agent. Other things are not as obvious. 

For example, if the head of the State Department meets privately with an official from another

country, should it be classified? Different agencies argue about issues like this all the time.

Jeffrey Fields is a professor of politics at the University of Southern California.
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Quiz

1 Read the paragraph from the section "Classification Levels And Content."

At the top secret level, some information is compartmented. That means only certain people who
have a top secret security clearance can view it. Sometimes this information is given a code word
so that only those cleared for that particular code word can see the information. This is often
done for the most highly sensitive information.

Which option is the MOST accurate explanation of this paragraph?

(A) Top secret information is written in code so only the people with the key can read it.

(B) Top secret information is carefully protected and only a few people can access it.

(C) Top secret information is available to people who are willing to go through a security screening.

(D) Top secret information is shared with everyone who has top secret security clearance.

2 Read the section "Who Decides?"

Select the paragraph that explains WHO can decide when classified information should become unclassified.

3 Read the paragraph from the introduction [paragraphs 1-7].

For people who see or hear a great deal of classified information, slips can't be helped. It can be
very hard to remember which smaller details are classified. Most of the time, these slips are not
very important.

What is the author's point of view about accidentally revealing small bits of classified information?

(A) It is usually not a big deal.

(B) It is a serious security concern.

(C) It is often easy to cover up.

(D) It is a reason to get fired.

4 Which sentence from the article shows the author's point of view about the type of information that definitely should be
classified?

(A) The rules for keeping written classified information a secret are usually easy to follow.

(B) The U.S. government uses three levels of classification to show how sensitive certain information is.

(C) A single written document can contain information that is classified at different levels.

(D) Some things clearly need to be kept secret, such as battle plans or the name of a secret agent.


